TRUONG PAI HOC MO TP. HO CHI MINH
KHOA CONG NGHE THONG TIN

PE CUONG MON HQC
1. THONG TIN VE MON HOQC
1.1. Tén mén hoc: MANG MAY TINH NANG CAO
Mai MH: ITEC3409
1.2. Khoa phu trach: Cong Nghé Thong Tin
1.3.S6 tin chi: 03 (02 LT, 01 TH)

2. MO TA MON HQC

— Mbn hoc nay trang bi cho sinh vién céc kién thirc vé qua trinh truyén thong tin
trén mang, nguyén 1y van hanh cia cac thiét bi ndi mang, nguyén 1y hoat dong
va cau tric cua cac giao thirc co ban trong ho giao thire TCP/IP, cac khai niém
co ban vé an ninh mang.

— Mbn hoc nay la co s¢ dé sinh vién hoc cac hoc phan khéc trong chuyén nganh
mang nhu: Lap Trinh Mang, An Ninh Mang.

— Cac mo6n hoc trude: Mang may tinh co ban.
3. MUC TIEU MON HQC
3.1. Muc tiéu chung

Gitip cho sinh vién hiéu céc kién thirc vé qua trinh truyén thong tin trén mang,

nguyén ly van hanh cta céc thiét bi ndéi mang, nguyén ly hoat dong va cau

triic cua cac giao thic co ban trong ho giao thirc TCP/IP, c4c khai niém co

ban vé an ninh mang va thuc hién dugc viéc cai dat cac dich vu ha tang mang.
3.2. Muc tiéu cu thé

3.2.1. Kién thirc

Hiéu duogc su lién hé gitra mot qua trinh truyén thong tin trén mang v6i mo
hinh OSI va mé hinh TCP/IP.

Hiéu dugc nguyén 1y van hanh cua céc thiét bi két nbéi mang nhu:
Reapeater, HUB, Access Point, Bridge, Switch, Router... va cach thuc
thiét ké so d6 mang & quy mo vira va nho.

Hiéu duoc nguyén 1y hoat dong va cau triic cia cac giao thitc co ban, phd
bién trong protocol stack TCP/IP nhu: Ehternet/Fast Ethernet/Gigabit
Ethernet,IP-1PSec-ARP-ICMP-RIP-OSPF-TCP/UDP-DHCP/ DNS/
SMTP/ HTTP/ FTP/ TELNET/SNMP...

Hiéu duoc cac khai niém co ban trong lanh vyc an ninh mang: Firewall,
Proxy, Sock, Packet Filter, CA, Virus....

3.2.2. Ky nang



— (Co6 kha nang cai dat cac dich vu co so ha tﬁng mang nhu: DHCP, IPSec,
Routing, VPN, NAT,DNS, Mail, Web, FTP, Telnet, Packet Filter....

3.2.3. Thai do

4. NOI DUNG CHI TIET MON HQC

SO
, A MUC, | TIET N
CHUONG MUC TIEU TIEU TAILIEU TU HQC
myc |T|L|T
) C|T|H
Chuong 1: Giup sinh vién hiéu dugc 313 Richard Deal (2003). CCNA
Cic chire su lién h¢ giﬁ’g 1 qua trinh Cisco _Certified Net\_/vork
niing ciia truyén thong tin trén mang Associate S'Fudy Guide.
m¥i ting v6i mo hinh OSI va mo McGraw-Hill/Osborne.
P hinh TCP/IP.
trong mo
hinh OSI va
PROTOCOL
STACK
TCP/IP
Chuong 2: Gitip sinh vién hiéu duoc 8|2|6| [Richard Deal (2003).
Két n6i LAN | nguyén ly van hanh cta CCNA Cisco Certified
va WAN cac thiét bi két néi mang Network Associate Study
nhu: Reapeater, HUB, Guide. McGraw-
Access Point, Bridge, Hill/Osborne.
Switch, Router... va cach
thirc thiét ké so d6 mang &
quy md vira va nho.
Chuong 3: Gitip sinh vién hiéu dugc 9/3|6| Richard Deal (2003). CCNA
Cong nghé | nguyén 1y hoat dong va Cisco Certified Network
ETHERNET | cau triic cua giao thirc Associate Study Guide.
Ehternet/Fast McGraw-Hill/Osborne.
,Ethernet/Gigabit Ethernet.
Chuong 4: Gitp sinh vién hiéu duogc 6| 3|3| Richard Deal (2003). CCNA
INTERNET | nguyén ly hoat dong va Cisco Certified Network
PROTOCOL | cau triic cua giao thirc IP — Associate Study Guide.
ICMP — ARP ICMP — ARP. McGraw-Hill/Osborne.
Chuong 5: IP | Giup sinh vién hiéu dugc 9| 3|6| Richard Deal (2003). CCNA
ROUTING | nguyén ly hoat dong va Cisco Certified Network
PROTOCOL | cu tric ciia giao thirc RIP Associate Study Guide.
:RIP - OSPF | — OSPF. McGraw-Hill/Osborne.
Chuong 6: Gitp sinh vién hiéu dugc 2|2 Richard Deal (2003). CCNA
TCP —UDP | nguyén ly hoat dong va Cisco Certified Network
cau tric ciia giao thirc Associate Study Guide.
TCP — UDP. McGraw-Hill/Osborne.




7 Chuong 7: Gitp sinh vién hiéu dugc Richard Deal (2003). CCNA
DHCP - DNS | nguyén ly hoat dong cua Cisco Certified Network
—SMTP - | giao thirc DHCP — DNS — Associate Study Guide.
HTTP-FTP | SMTP-HTTP - FTP — McGraw-Hill/Osborne.

—TELNET - | TELNET — SNMP.
SNMP
8 Chuong 8: Giup sinh vién hiéu dugc Richard Deal (2003). CCNA
VPN & IPSec | cac m6 hinh tirng dung cua Cisco Certified Network
VPN. Associate Study Guide.
McGraw-Hill/Osborne.

9 Chuong 9: Gitp sinh vién hiéu dugc Richard Deal (2003). CCNA
NETWORK | co ché hoat dong cua dich Cisco Certified Network
ADDRESS | vu NAT. Associate Study Guide.
TRANSLATI McGraw-Hill/Osborne.

ON
10 | Chuong 10: | Giup sinh vién hiéu dugc Richard Deal (2003). CCNA

Gidi thiéu vé
an ninh mang

cac khai niém co ban trong
lanh vuc an ninh mang.

Cisco Certified Network
Associate Study Guide.
McGraw-Hill/Osborne.

Ghi chui: TC: Téng sé tiét; LT: Ly thuyét, BT: Bai tdp; TH: Thiee hanh.

5. TAI LIEU THAM KHAO

— Richard Deal (2003). CCNA Cisco Certified Network Associate Study Guide
McGraw-Hill/Osborne.

— Andrew S.Tanenbaum (2003). Computer Networks (4th ed.). Prentice Hall.

— Brian (2007). Beej's Guide to Network Programming Using Internet Sockets.
“Beej Jorgensen” Hall, beej@beej.us.

— Paul Albitz (2006). DNS and BIND (5" ed.). Cricket Liu — O’Reilly.

— Sidnie Feit (2006). TCP/IP Architecture,Protocols and Implementation with
IPv6 and IPSecurity. Mc Graw-Hill.

6. PANH GIA KET QUA HQC TAP

Quy dinh thang diém, sb 1an danh gia va trong s6 mdi lan dénh gia két qua hoc tap

STT Hinh thire danh gia Trong so
1 Diém giita ky (thi thuc hanh) 30%
2 Diém cudi ky 70%

7. KE HOACH GIANG DAY

Ké hoach giang day nay chi c6 tinh tham khao. Khi trién khai, tiy theo tinh hinh
16p hoc, giang vién c6 thé di€u chinh dé két qua gidng day duogc tot.



mailto:beej@beej.us

7.1. Ké hoach giang day 16p ngay

(Phan 1y thuyét: 6 budi x 4,5 tiét + 1 budi 3,0 tiét = 30 tiét)

STT

Buoi hoc

Noi dung

Ghi chu

Buéi 1

Chuong 1 (3,0 tiét): Cac chtc ning ciia moi
tang trong mo6 hinh OSI va Protocol Stack
TCP/IP

Chuong 2 (1,5 tiét): Két ndi LAN va WAN

Bubi 2

Chuong 2 (0,5 tiét): Két ndi LAN va WAN
Chuong 3 (3,0 tiét): Cong nghé Ethernet

Chuong 4 (1,0 tiét): Internet protocol ICMP
— ARP

Buoi 3

Chuong 4 (2,0 tiét): Internet Protocol ICMP
— ARP

Chuong 5 (2,5 tiét): IP Routing Protocol RIP
— OSPF

Buoi 4

Chuong 5 (0,5 tiét): IP Routing Protocol RIP
— OSPF

Chuong 6 (2,0 tiét): TCP — UDP

Chuong 7 (2,0 tiét): DHCP — DNS — SMTP —
HTTP — FTP — TELNET — SNMP

Budi 5

Chuong 7 (4,0 tiét): DHCP — DNS — SMTP —
HTTP — FTP — TELNET — SNMP

Chuong 8 (0,5 tiét): VPN & IPSec

Budi 6

Chuong 8 (1,5 tiét): VPN & IPSec

Chuong 9 (2,0 tiét): Network Address
Translation

Chuong 10 (1,0 tit): Gi6i thidu vé an ninh
mang

Budi 7

Chuong 10 (3,0 tiét): Gioi thidu vé an ninh
mang

7.2. Ké hoach giang day 16p toi

(Phan 1y thuyét: 8 budi x 3,5 tiét + 1 budi 2.0 tiét = 30 tiét)

STT

Buoi hoc

Noi dung

Ghi cha

Buoi 1

Chuong 1 (3,0 tiét): Cac chirc nang cua moi
tang trong mo hinh OSI va Protocol Stack
TCP/IP

Chuong 2 (0,5 tiét): Két ndi LAN va WAN

Bubi 2

Chuong 2 (1,5 tit): Két noi LAN va WAN
Chuong 3 (2,0 tiét): Cong nghé Ethernet

Bubi 3

Chwong 3 (1,0 tiét): Cong nghé Ethernet

Chuong 4 (2,5 tiét): Internet Protocol ICMP
— ARP




Budi 4 Chuong 4 (0,5 tiét): Internet Protocol ICMP
— ARP

Chuong 5 (3,0 tiét): IP Routing Protocol RIP
— OSPF

Budi 5 Chuong 6 (2,0 tiét): TCP — UDP

Chuong 7 (1,5 tiét): DHCP — DNS — SMTP —
HTTP — FTP — TELNET — SNMP

Budi 6 Chuong 7 (3,5 tiét): DHCP — DNS — SMTP —
HTTP — FTP — TELNET — SNMP
Budi 7 Chuong 7 (1,0 tiét): DHCP — DNS — SMTP —

HTTP — FTP — TELNET — SNMP
Chuong 8 (2,0 tiét): VPN & IPSec

Chuong 9 (0,5 tiét): Network Address
Translation

Bubi 8 Chuong 9 (1,5 tiét): Network Address
Translation

Chuong 10 (2,0 tiét): Gioi thiéu vé an ninh

mang
Budi 9 Chuong 10 (2,0 tiét): Gi6i thiéu vé an ninh
mang
KHOA TRUONG Giang vién bién soan
(Ky va ghi r0 ho tén) (Ky va ghi r6 ho tén)

LE ANH TUAN PO HOANG CUONG




