BO GIAO DUC VA BPAO TAO
TRUONG PAI HOC MO TP. HO CHi MINH

PE CUONG MON HQC

1. THONG TIN VE MON HQC
1.1 Tén mon hoc:

Ma MH:

AN TOAN VA BAO MAT THONG TIN

ITEC4406

1.2 Khoa/Ban phu trach: Coéng Nghé Thong Tin
1.3 Sb tin chi:

2. MO TA MON HOQC
— Cung cép nhirng kién thirc co ban vé an toan va bao mat thong tin trén hé thong

may tinh bao gom kién thirc vé mat ma va an toan trén mang Internet.

03(02LT, 01TH)

3. MUC TIEU MON HQC

3.1. Muc tiéu chung
Hudng sinh vién vao mot linh vyc khoa hoc méi — An toan Thong tin va c6 du

kién thirc xay dung mot hé thong thong tin an toan mdt cac hiéu qua.

3.2. Muc tiéu cu thé:
— Piéu kién tién quyét: Mang may tinh (hoan chinh), toan logic, 1ap trinh C/C++.
— Cac yéu cau khac: Hé PH Linux va lap trinh trén Linux.

4. NOI DUNG MON HOQC

STT Tén chuong Muc, tiéu muc 50 et Tai licu
TC | LT |BT |TH tu hoc
1. | Chuong 1: Tam 1.1. Taisao? 2 2
quan trong cua 1.2. An toan thong tin la
BMTT trén HTTT ( gi?
2 tiét) 1.3. Tinh chat cua hé
thdng thong tin.
1.4. Cac muc ATTT.
1.5. Mot s6 khai niém co
ban vé ATTT.
2. | Chuong 2: 2.1 Vai tro cia mat ma | 13 8 0 5
Cac hé¢ mat ma (8 | trong BMTT.
tiét) 2.1.1 Mat ma la gi.
2.1.2 Mat ma — mot
phﬁn quan trong trong
ATTT.
2.1.3 Vai tro cua mat




STT Tén chuong Muc, tiéu muc 50 et Tai ligu
TC |LT |BT |TH tu hoc
ma.
2.1.4 M6 hinh str dung
mat ma trén Internet.
2.2 Mat ma ddi ximg.
2.2.1. Pinh nghia mat
mi ddi xtrng. Mot s6 hé
mat doi ximg co dién.
2.2.2: M6 ta hoat dong
H¢ mat DES.
2.2.3 Cic hé mat dbi
xung hién dai.
2.3 Hé mat bat ddi xing.
2.3.1. RSA (Revest —
Sammer —Anderman ).
2.3.2. Thudt giai
Diffie-Hellman.
2.4 Ham bim mdt chiéu
(One Way Hash function).
2.4.1. Khai niém.
2.4.2. SHA-1 (Secure
Hash Algorithm).
2.4.3. Mot sb ham bam
khac.
2.5 Chit ky sb (Digital
signature).
2.5.1.Khai niém vé
chir ky sd.
2.5.2. Thuit giai RSA
trong vai tro chit ky s6.
2.5.4. Thuat giai DSA
— Chuan chir ky sd.
2.5.5. Chuyén giao dit
liéu nho RSA.
3. | Chuong 3 3.1 Khai niém. 10 5 5
Ha tang kién trac | 3.2 CA — Certificate
khbéa coéng khai Authorities.

(PKI)

3.3 RAs and LRAs.
3.3.1.Registration
authority (RA).




STT

Tén chuong

Muc, tiéu muc

S4 tiét

TC

LT | BT

TH

Tai liéu
tu hoc

3.3.2.Local
registration authority
(LRA).
3.4  Certtificates (Chung

chi).

34.1 NoOi dung cua
ching chi - chuan x-509.

3.4.2 Certificate
Policies.

343 Certificate
Practice ~ Statements.

3.44 Thu hdi / huy
chung chi (Certificate
Revocation).
3.5 Mb hinh uy quyén
(Trust Models).

3.5.1 Hierarchical.

3.5.2 Bridge.

3.5.3 Mesh.

3.5.4 Hybrit.

Chuong 4:
Bao mat thong tin

trén internet

4.1 Ha tdng mang va
nhiing diém yéu.
4.1.1 Chuan OSI va
TCP/IP.
4.1.2 M6 hinh OSI va
truyén thong giita hai may.
4.1.3 TCP/IP model.
4.1.4 M6 hinh OSI va
TCP/IP.
4.1.5 Doéng gobi trong
TCP/IP.
4.2 Protocols and Services.
4.2.1 Ports.
422 TCP Three -
Way — Handshake.
4.2.3.Application
Programming Interfaces
(API).

15




STT

Tén chuong

Muc, tiéu muc

S4 tiét

TC

LT | BT

TH

Tai liéu
tu hoc

43 Cac diém yéu dé bi
khai thac trén mang.

4.3.1. TCP/IP Attacks.

4.3.2.Malicious Code.

4.3.3M6t s6 diu hiéu
nhiém virut.

4.3.4 Hoat dong
cuaVirut.

4.3.5 Cac loai virut.

4.3.6.Social
Engineering.
4.4 Cac giao thirc bao mat
trén mang Internet.

4.4.1 Bao mat giao
thtrc PPP (Layer 2).

4.4.2.Tunneling
Protocols.

4.4.3 IPsec (Layer 3).

4.4.4 Secure Shell
(SSH) (Layer 4).

4.4,5 HTTP/S — on top
of SSH (Layer 4,5).

4.4.6 Bao mat E-Mail
(Layer 5).
4.5 Bao miat Wireless

network.

451 Wireless
Applications Protocol
(WAP).

45.2 Wireless
Transport Layer Security
(WTLS).

4.5.3 WEP/WAP.

454 Cac diém yéu

trén Wireless.

Chuong 5:  Chinh
sach an toan va bao
mat thong tin trong

doanh nghi¢p

5.1 Quan ly cac chinh sach
5.1.1 Muc dich.
5.1.2 Mot s6 chinh

sach quan trong.




STT

Tén chuong Muc, tiéu muc

S4 tiét Tai liéu

TC |LT |BT |TH tu hoc

5.2. Quan ly rai ro
trong HTTT.

53. Quan ly chat
luong ATTT va ISO
17799/27001.

Ghi chu: TC: Tong sé tiét; LT: Ly thuyét; BT: Bai tdp; TH: Thue hanh.
5. TAI LIEU THAM KHAO
5.1. Tai liéu chinh
— Giao trinh mon hoc, Gi4o trinh 1én 16p: Gido trinh AT&BMTT — TS. Dao Thé
Long bién soan (2010) — St dung ndi bo.
— Bai tap thuc hanh trén 16p: TS. Pao Thé Long, ThS. Nguyén Van Phuc bién soan.
5.2. Tai li¢u tham khdo
— Modern cryptography /pintcid hall 2002 t/g Wenbo Mao.
— Security ++ PracticeExams.

— Pucblic Key Infrastructure- WILEY/ t/g Kluas Sch.

6. PANHGIA KETQUAHQCTAP

STT Piém thanh phan Tilé %
1 Kiém tra giita ky 40%
2 Thi cubi ky cudi ky 60%
Piém tong két mon hoc
(Piém kiém tra gitta ky * 40% + Piém thi cudi ky * 60%) 100%
7. KE HOACH GIANG DAY
7.1. K& hoach giang day 16p ngay
STT | Budi hoc Noi dung Ghi chu
1. | Budi 1 Chuong 1: Tam quan trong ciia Phan néi dung buéi hoc can ghi ré:
BMTT trén HTTT — Ngi dung giang day (tém tdat hodc tiéu
Chuong 2: de);
Céc hé mat ma — Bdi tdp (néu co);
Bubi 2 Chuong 2:Cac hé mat ma - Kiém tra (néu cd);
Budi3 | Chuong 3 :Ha tAng kién tric khoa | - Di thuc té (néu cd).
cong khai (PKI)
4. | Buodi 4 Chuong 3 :Ha tang kién tric khoa
cong khai (PKI)
5. | Budi 5 Chuong 4: Bao mat thong tin trén
internet
6. | Bubi6 Chuong 5: Chinh sach an toan va
bao mat thong tin trong doanh nghiép




STT

Bubi hoc

Noi dung Ghi chu

Budi 7

Chuong 5: Chinh sach an toan va

bao mat thong tin trong doanh nghiép

7.2. Ké hoach giang day 16p toi

STT | Budihoc Noi dung Ghi chu
1. | Budi 1 Chuong 1(2,0 tiét) — Tam quan trong cia BMTT trén
HTTT
Chuong 2(1,0 tiét) — Cac hé mat ma
Budi 2 Chuong 2 (3,0 tiét) — Cac hé mat ma
Budi 3 Chuong 2 (3,0 tiét) — Cac hé mat ma
Budi 4 Chuong 2 (1,0 tiét) — Cac hé mat ma
Chuong 3(2,0 tiét) — Ha ting kién triic khoa cong khai
(PKD
5. | Budi 5 Chuong 3(3,0 tiét) — Ha ting kién triic khoa cong khai
(PK1
Budi 6 Chuong 4 (3,0 tiét) — Bao mat thong tin trén internet
Budi 7 Chuong 4(2,0 tiét) — Bao mat thong tin trén internet
Chuong 4(1,0 tiét) — Bai tap
Buoi 8 Chuong 4(3,0 tiét) — Bai tap
Bubi 9 Chuong 4(1,0 tiét) — Bai tap
Chuong 5(2,0 tiét) — Chinh sach an toan va bao mat thong
tin trong doanh nghiép
10. | Bubi 10 Chuong 5(3,0 tiét) — Chinh sach an toan va bao mat thong
tin trong doanh nghiép
KT. KHOA TRUONG
PHO TRUONG KHOA

(Ky va ghi rd ho tén)

TS. Lé Xuan Trudng




